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Smart Host

Private Cloud Hosting Platform

See the clear potential in a robust & resilient infrastructure designed
with the flexibility today’s businesses need to power private and
hybrid cloud operations

Modern challenges, including those posed by evolving cybersecurity threats, increasing
regulatory requirements and staffing shortages, demand that organizations employ IT
infrastructure that not only performs but excels.

As a private cloud solution, Smart Host delivers the customized, secure, high-
performance environment businesses today require to power their operations.

As a Smart Host customer, you’ll benefit from the following:

E/ Deep layers of security to fortify your
operations, minimize risk and protect your
sensitive data and applications

Professionally managed IT support including
end-to-end monitoring and 24x7 Service Desk
availability

[

A commitment to compliance that ensures your
cloud environment meets growing standards for
regulatory compliance

[

Secure, offsite data backup and replication to
our secondary data center for disaster recovery
& business continuity

[

Predictable and flexible cost structures to
reduce your capital expenditures and give you
maximum control over your IT budget

[
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Smart Host Features & Benefits

Smart Host delivers the customized, secure, high-performance environment required to power
your business-critical operations. Unlike other providers, we own, operate, maintain and
certify our cloud infrastructure - acting as your single source for accuracy, accountability,
security and compliance.

. High-Performance NVMe Storage

Custom Application Configuration « Low latency empowers high-performance

) ) trading, operations and big data transfer
o Setup, configuration and

third-party coordination o Superior speed increases performance &

[ — efficienc
e Customization of configuration/ + Y

reporting for front, middle &
back-office apps

-------------- Infrastructure Resiliency
& Redundancy

Security, Monitoring + Smart Host.‘
& Disaster Recovery
Private Cloud Hosting

Service Platform

e 99.99% guaranteed uptime

o Dual-powered, high-
availability firewalls

« Enterprise-level
perimeter security,
intrusion detection and
change management

» Independent networking &
storage capabilities

e 24x7 monitoring by in-house
Network Operations Center
(NOC) and Security
Operations Center (SOC)

« Private connectivity to
ENS/MPLS networks

« Real-time data replication

for DR and business Cloud Compliance for Regulated Businesses
continuity
¢ Individual customization for regulatory compliance
requirements (e.g. PCI DSS, HIPAA, etc.)

e SOC-2 audited for certified integrity and assurance

Want to know more about public vs. private cloud solutions? Let's Talk.
info@omegasystemscorp.com | (610) 678-7002
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Embedded Security & Compliance

Smart Host is protected by the fortified walls of our privately-owned, SOC-2 certified data
center. Built from the ground up, our data center gives customers of all sizes and across all
industries the assurance that we are handling their critical data in a professionally controlled,
secured and regulated environment.

SOC 2-Compliant for 10+ Years ‘ ,

Omega Systems takes security and compliance seriously, AUDITED

which is why we proactively undergo an annual SOC 2 audit, W
which not only mandates but also validates the integrity and

security of our internal controls and information security

practices. Omega’s data center meets or
exceeds infrastructure and data
protection requirements for:
First to Achieve CLEAN Compliance

Omega’s cloud infrastructure is secured by the first regional

private data center to successfully complete a CLEAN technical e PCIDSS
audit and complies with data security standards set forth by the e FDIC
Criminal Justice Information Services (CJIS) division of the FBI. e SEC
e GLBA
T —
e FISMA
Enterprise Level Backup & Security e DoD/CMMC
- . . . . e DISA
Utilizing advanced perimeter security, on-site power/cooling, e NIST
and monitored by our in-house Security Operations Center, .
Smart Host users retain the optimized performance, flexible e Hitrust
management and business continuity they need to accelerate e HIPAA
their productivity. e CJIS
T —

6-Day Self-Sufficient Power Generation Backup:
UPS units are always available following “N+1” model

Redundant Cooling Systems:
Fire suppression system is designed to mitigate fires quickly, without damage to equipment

Highly Sophisticated Network Security System:
Maximum-level preventative securities guard against cyber terrorism

Restricted Biometric Access:
Physical access is highly restricted and only permitted to select authorized personnel




Get Smart about Cloud Hosting

At Omega Systems, requirements for flexibility, security, performance and
compliance are paramount. Let Smart Host deliver the resources you need
from a fully private solution or as part of a hybrid cloud environment.

Contact our team to learn more.

info@omegasystemscorp.com | (610) 678-7002

And don’t forget to ask about our other ‘Smart Services'

[ J
Smart Support °
Managed IT Support

Smart Secure ‘¢
Managed Cybersecurity

Smart Comply “*

Managed IT Compliance

Smart Response ‘¢
NOC & Escalation Services

Smart Stor "*
Cloud Backup & Recovery
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